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Executive Summary 

The VISCERAL project will provide a technological infrastructure in order to benchmark retrieval and 

automated annotation of medical images. This infrastructure will include very large data sets of 

medical images on which to perform these operations. 

In order to build these data sets, VISCERAL tasks will include both manual and automated processing 

of data about individuals, obtained as a result of the provision of healthcare services to those 

individuals.  

Data will consist mainly of information resulting from examinations performed as a part of the clinical 

process (medical imaging procedures and, in some cases, radiology reports). Additionally some other 

health information could be present when provided as clinical context to perform the examination (e.g. 

suspected diagnosis or allergies). 

This information to be processed fulfils all the characteristics to be considered personal health data, 

which is a category of data particularly sensitive and for which European legislation offers therefore 

reinforced protection. 

Considering the above, and previous to data disclosure, each partner must perform a detailed analysis 

of ethical issues related to medical research and legal issues associated with the collection and 

processing of personal health data. 

This document describes the main activities carried out by the three partners that act as data providers 

in order to address these issues, and the conclusions on which conditions are to be met to  undertake 

the transfer of data. 

The first part goes through general aspects related to these topics: relevant regulations, informed 

consent, and information anonymization. 

Then the data providing partners Medizinische Universität Wien (MUW), Universitätsklinikum 

Heidelberg (UKL-HD) and Agència d‟Avalució, I Qualitat en Salut (GENCAT) describe their 

particular situation. 

In summary, MUW has already completed the process to obtain approval for data disclosure from its 

Ethics Committee. UKL-HD has submitted the request for approval to its Ethics Committee, and is 

currently in the process of providing additional information requested by the Committee. GENCAT 

has submitted the request for approval to the Health Department of Catalonia. 

As the approval has already been obtained by one of the data provider partners, VISCERAL can 

continue as planned. It is not expected that ethical approval will be denied for the other two data 

provider partners. 
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1 Introduction 

VISCERAL involves data collection of humans and the processing of personal data. No additional 

data will be acquired for the purpose of the project. Only data acquired during clinical routine will be 

included and analyzed. All the data will be fully anonymized. Data of children can appear but will be 

by far the minority of all data sets. 

The aims of the data collection for which ethical and privacy issues are relevant are the following:  

1. Provide the data for the benchmarks conducted within VISCERAL. Data will be analyzed, 

partially annotated, part of the data will be distributed to participants for development, and 

part of the data will be used for evaluation 

2. Provide data for an ongoing benchmark that allows for long-term evaluation of novel 

methodology on large data sets, and at the same times ensures comparability across the 

community. 

In this deliverable we describe the aspects relating to ethics, privacy, and the legal basis of the data 

use, and how the project consortium deals with them during the project. We will first give an overview 

on the relevant aspects, and will then detail how the data is provided. 

2 Ethical Aspects of Data Use 

The data used in the project consists of human medical imaging data and corresponding meta-

information. Therefore its use is subject to specific regulations, on both the EU and national level, that 

controls the collection, use, and distribution of human data, and its inclusion in research studies.  

There are three data providers in the project: 

1. Universitätsklinikum Heidelberg (UKL-HD) 

2. Agència d‟Avalució, I Qualitat en Salut (GENCAT) 

3. Medizinische Universität Wien (MUW) 

 

Each data provider is responsible for the handling of the ethical, legal and privacy aspects that are 

relevant for the data the partner provides. This typically involves 

1. Review of the data collection plan by the local competent Medical Ethics Committee / 

Institutional Review Board (MEC) 

2. Handling of informed consent procedures 

3. Anonymization of the data prior to distribution. 

 

In the following we will address several relevant points in more detail.  
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2.1 Review by the Medical Ethics Committee 

When applying for ethical approval from the competent local/national Ethics Committees, detailed 

information is provided regarding: 

 The procedures that will be used for the recruitment of participants (e.g. number of 

participants, inclusion/exclusion criteria, direct/indirect incentives for participation, the risks 

and benefits for the participants etc.).  

 The nature of the material that will be collected (e.g. imaging data).  

 It must be explicitly stated if children or adults unable to give informed consent will be 

involved and, if so, justification for their participation must be provided. 

 Detailed information on the informed consent procedures that will be implemented.  

Before the inclusion of data into the study the review by the competent local MEC has to be 

concluded, and the study plan has to be approved by the MEC. 

2.2 Handling of informed consent procedures 

Free informed consent by participants in a medical study is a prime aspect of the ethical considerations 

concerning medical research. The Declaration of Helsinki states that “The World Medical Association 

(WMA) has developed the Declaration of Helsinki as a statement of ethical principles for medical 

research involving human subjects, including research on identifiable human material and data.”, and 

“After ensuring that the potential subject has understood the information, the physician or another 

appropriately qualified individual must then seek the potential subject‟s freely-given informed consent, 

preferably in writing.” (both: [1]). More detailed discussions are given in [2]. 

To fulfil the requirements of free informed consent, a participant has to have the right  

 To know that participation is voluntary 

 To ask questions and receive understandable answers before making a decision 

 To know the degree of risk and burden involved in participation 

 To know who will benefit from participation 

 To know the procedures that will be implemented in the case of incidental findings 

 To receive assurances that appropriate insurance cover is in place 

 To withdraw themselves, their samples and data from the project at any time 

 To know how their biological samples and data will be collected, protected during the project 

and destroyed at the end 

 To know of any potential commercial exploitation of the research. 

In the context of retrospective studies that use data acquired prior to study start, and where the 

collection of informed consent is not feasible or possible, benefits and risks have to be weighted by the 

competent MEC. There is a discussion regarding research on biological material in the context of 

biobanks in Tassé et al. [3]. The authors note “If it is not possible to recontact participants for 

reconsent, some guidelines allow for waived consent for the use of biological material, if certain 

conditions are met [4]. However, these conditions are not harmonized among international 

guidelines.” The authors conclude further “As stated in the Declaration of Helsinki, ethical principles 

apply to „medical research involving human subjects, including research on identifiable human 

material or identifiable data‟. It follows that research using anonymized or anonymous data does not 

create an obligation to obtain informed consent, as the study does not involve identifiable 
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individuals”, taking [1] and [5] into account. In [5] the relevant paragraphs emphasize the role of the 

local competent MEC in the decision of whether consent or re-consent is necessary if anonymized data 

is used:  

 “11. Under certain conditions, personal health information may be included on a database 

without consent, for example where this conforms with applicable national law that conforms 

to the requirements of this statement, or where ethical approval has been given by a specially 

appointed ethical review committee. In these exceptional cases, patients should be informed 

about the potential uses of their information, even if they have no right to object” 

 “14. Approval from a specially appointed ethical review committee must be obtained for all 

research using patient data, including for new research not envisaged at the time the data 

were collected. An important consideration for the committee in such cases will be whether 

patients should be contacted to obtain consent, or whether it is acceptable to use the 

information for the new purpose without returning to the patient for further consent. The 

committee's decisions must be in accordance with applicable national law and conform to the 

requirements of this statement.” 

VISCERAL involves the analysis of very large data sets of previously acquired and anonymized data, 

i.e. of already acquired data sets so that the above mentioned issues for retrospective studies apply to 

VISCERAL. No additional procedures are conducted due to the VISCERAL study, and all data is 

fully anonymized. The decision regarding the necessity of free informed consent procedures is dealt 

with by each local MEC, according to the relevant legislation. 

2.3 Anonymization 

All data used in the benchmarks will be anonymized. Radiology reports will be anonymized by 

removing all patient names, physician names, hospital and institution names and other identifying 

information. Radiology images will be anonymized by blurring face regions in images including this 

area, removing any embedded text in the image, and locating and removing other identifying 

information such as serial numbers on implants. 

2.4 Data distribution during and after the benchmarks 

All medical data are sensitive by nature and in the context of VISCERAL it will be assured that all 

data are only available for non-commercial research use and only after signature of a license 

agreement that assures the use of the data in its given environment and for its research purpose. In 

VISCERAL only registered participants can access the data and local copies of the data need to be 

destroyed after their use for research. The clauses of three ethics committees in Vienna, Barcelona and 

Heidelberg will be taken into account to assure that data treatment is in line with all ethical guidelines. 

In VISCERAL only anonymized data will be shared in any case and thus all necessary steps are taken 

into account to assure privacy.  

The benchmarking campaign will be run in the cloud, in our case the cloud of Microsoft, also called 

Azure. Participants will obtain a virtual machine and access to a data source. All accesses to the virtual 

machines can be logged as can accesses to the data. Only authorized persons will get access to the data 

and the large resource cannot be downloaded or reproduced locally, meaning that reuse can be 

controlled as well. Participants in the benchmark will also only have access to a small, manually 

controlled anonymous data set. Very small subsets can also be made available for download in 

connections with the license agreement to get used to the data format and image types. The large data 

set will only be access by the organizers with the research systems of the participants. Clouds allow 

for storage of data in geographical regions such as in Europe. This allows to make sure that local 

storage and access rules can be verified. 
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3 Relevant Legislation 

All work on data collection of humans is conducted under the rules and legislation in place within the 

respective countries of the partners, which are based on: 

- the Declaration of Helsinki (informed consent for participation of human subjects in medical 

and scientific research, 2004) and the IHC guideline for Good Clinical Practice (1996), 

- European Directive 2001/20/EC (April 4, 2001) on Good Clinical Practice for clinical trials, 

- Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 

(amended 2003) on the protection of individuals with regard to the processing of personal data 

and on the free movement of such data, 

- Regulation (CE) No 45/2001 of the European Parliament and of the Council of 18 December 

2001, on the protection of individuals with regard to the processing of personal data by the 

institutions and bodies of the Community and on the free movement of such data. 

Furthermore, the Opinions of the European Group on Ethics in Science and New technologies (EGE) 

(especially Opinion Nr.13 30/07/1999 - Ethical issues of healthcare in the information society) will be 

taken into account. 

4 Procedures Implemented by Data Providers 

Every partner who is data provider (GENCAT, MUW, UKL-HD) is responsible for the compliance 

regarding the data contributed by this partner and will inform for approval the local medical ethics 

committee (MEC)/Institutional Review Board (IRB). These committees operate in accordance with 

international ethical guidelines and the national laws on medical research and protection of the human 

rights of subjects and privacy.  

4.1 AGENCIA D'INFORMACIO, AVALUACIO I QUALITAT 

EN SALUT (Catalonia) 

4.1.1 Requirements 

Imaging data provided by the Agency to the VISCERAL project are a subset of an electronic health 

record, “Registre d'informació sanitària de pacients” (Record of patient health information). 

Patient‟s care is one of the reasons that allows recollection of personal health data, according to data 

protection laws. 

Additionally the file has been declared  by the Catalonian Health Department to the data protection 

authority [6]. Research activities are included among the planned file utilizations, and data may be 

submitted to research goups in the manner provided by the different applicable laws. 

The main laws to be considered in order to transfer personal health information for research projects 

are: 

- ORGANIC LAW 15/1999 of 13 December on the Protection of Personal Data 

- Llei 21/2000, de 29 de desembre, sobre els drets d'informació concernent la salut i l'autonomia 

del pacient, i la documentació clínica (Patient‟s rights and clinical records). 

- LEY 14/2007, de 3 de julio, de Investigación biomédica (Biomedical Research). 

According to these laws, in the absence of informed consent from patients, data may be submitted 

provided that it is effectively anonymized. 
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As to obtain informed consent will not be feasible, imaging data will have to be delivered after an 

anonymization process. 

4.1.2 Current status 

The data transfer request is being processed by the Department of Health in order to review the legal 

and ethical issues. 

No problems are expected to arise as a result of this reviewing process. 

Furthermore, considering the amount of information in image files that could identify or make 

identifiable an individual, a detailed analysis of the requirements for an effective anonymization of 

this information is being carried out. 

 

4.2 MEDIZINISCHE UNIVERSITÄT WIEN (Austria) 

The Medical University of Vienna (MUW) will provide anonymized medical imaging data to the 

project.  

4.2.1 Requirements 

As a general regulation any study that involves human data such as VISCERAL conducted at MUW 

has to be approved by the medical ethics committee (Ethikkomission der Medizinischen Universität 

Wien1, EKMUW). 

4.2.2 Current status 

At this point EKMUW has approved the retrospective collection, and the publication of anonymized 

medical imaging data in the course of the VISCERAL project and the involved evaluation. The basis 

for this decision was a study protocol providing detailed information regarding the study, the 

anonymization, the assurance of privacy, and the data handling. The study protocol was an amendment 

to an existing protocol that covered the use of anonymized medical imaging data in the KHRESMOI 

project (Study protocol EK Nr.804/2010-Amendment December 2012). The amendment adds the 

collection of radiology report data, and the publication of anonymized data for evaluation campaign 

purposes.  

 

4.3 UNIVERSITÄTSKLINIKUM HEIDELBERG (Germany)  

The Medical University of Heidelberg (UKL-HD) will provide anonymized medical imaging data and 

corresponding reports to the project.  

4.3.1 Requirements 

As a general regulation, a study conducted at UKL-HD has to be approved by the local ethics board 

(Ethikkomission der medizinischen Fakultät der Universität Heidelberg1, EKUKL-HD). 

                                                      

1 http://ethikkommission.meduniwien.ac.at/ 
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4.3.2 Current status 

The EKUKL-HD has already been consulted and a study plan and an ethics proposal have been 

reviewed. At this point the final approval of the EKUKLHD is still due (S-465/2012). The 

retrospective collection and publication of anonymized medical imaging data in the course of the 

VISCERAL project and the involved evaluation will be accepted under the following conditions:  

Only data sets of patient of the age 18 or older are used. Retrospective data sets used are of the years 

2005–2008, an informed consent of these patients is not needed, because a retrospective obtaining of 

informed consent would be extremely complex and elaborated without being certainly successful: 

probably lots of patients have already been deceased or were removed. In order to maintain further 

prospective data sets, medical imaging data collected during the clinical routine will be used only of 

patients (> 18 years) that signed an informed consent to agree with the use of their images for the 

VISCERAL project. 

The basis for the decision of the EKUKL-HD is the positive approval of the EKMUW, including a 

study protocol providing detailed information regarding the study, the anonymization, the assurance of 

privacy, and the data handling, as well as a study protocol that covered the use of anonymized medical 

imaging data in the KHRESMOI project (Study protocol EK Nr.804/2010-Amendment December 

2012). 

Since 22 February 2013 we have the approval of the local ethics board (EKUKL-HD) for retrospective 

collection, the publication of anonymized medical imaging data in the course of the VISCERAL 

project and the involved evaluation under the conditions mentioned above and in the study protocol.  

Appendix to relevant Legislation  

The study will be conducted in accordance with Baden-Württemberg„s Medical Association‟s 

professional code of conduct (Berufsordnung für Ärztinnen und Ärzte der Landesärztekammer Baden-

Württemberg) in its current version. 

Patient‟s names and all other confidential information are subject to the medical professional secrecy 

and the provisions of the Federal Data Privacy Act (Bundesdatenschutzgesetzes (BDSG)). A transfer 

of patient‟s data will happen only in anonymized form. Third persons get no insight into original 

patient‟s documents.  

 

5 Conclusion 

This deliverable describes the ethical, legal and privacy issues related to the data collection in 

VISCERAL. Since the project involves collection, use, distribution, and analysis of human imaging 

data, ethical aspects are of prime importance. The project has to conform to the legal frameworks of 

the EU, and the respective member countries, and the data providers are responsible for the 

appropriate review and approval of their data collection, and the data use by the local competent 

medical ethics committee. 

One of the partners, Medizinische Universität Wien, has already completed the process to obtain 

approval for data disclosure from its Ethics Committee. 

Universitätsklinikum Heidelberg has submitted the request for approval to its Ethics Committee, and is 

currently in the process of providing additional information requested by the Committee. 

                                                                                                                                                                      

1 http://www.medizinische-fakultaet-hd.uni-heidelberg.de/Ethikkommission.106025.0.html 
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Agència d‟Avaluaciò, Informació I Qualitat en Salut has submitted the request for approval to the 

Health Department of Catalonia. 

As the approval has already been obtained by one of the data provider partners, VISCERAL can 

continue as planned. It is not expected that ethical approval will be denied for the other two data 

provider partners. 
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